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1
CRYPTOGRAPHIC TRANSMISSION SYSTEM

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims priority from commonly assigned,
U.S. Provisional Patent Application Ser. No. 61/601,253,
filed Feb. 21,2012, which is hereby incorporated by reference
in its entirety as if fully set forth herein.

TECHNICAL FIELD

The present disclosure relates to a cryptographic transmis-
sion system and method for cryptographic transmission.

BACKGROUND

In cryptography, there are two common methods for shar-
ing cryptographic keys among two or more nodes wishing to
communicate encrypted data/traffic: public key encryption
and private (shared) key encryption. In public key systems,
session keys are generated based on some temporal con-
straints and exchanged through the use of a public key
exchange (PKE) protocol. Modern PKE schemes are based
on asymmetric encryption, which is extremely computation-
ally intensive.

In some applications, exchange of keys can be performed
using private key encryption. In private key encryption, a
“master” key (called a Key Exchange Key, or KEK) is some-
how pre-loaded into all nodes and subsequent data encryption
keys (typically called “session keys”) are shared by encrypt-
ing/decrypting them with the KEK.

Thus, in “pre-shared” key systems, both sides (nodes) of a
secure communication channel use the same pre-defined key.
Such as system is easy to use. However, if the key is compro-
mised (through non-invasive side channel attacks), the whole
system is compromised. In particular, software can always
take the received Session Key, load it into the system as
Ciphertext (rather than as a key) and run a standard Decrypt
operation to recover the Session Key “in the clear.”

Thus, there exists a need for a secure way of storing and
using the KEK without risk of exposing it to software. Exist-
ing solutions use either pre-shared keys, which is efficient but
lower security or public key exchange, which is more secure,
but extremely computationally intensive.

SUMMARY

These and other drawbacks in the prior art are overcome in
large part by a system and method according to embodiments
of the present invention. Embodiments provide a solution
with the efficiency of pre-shared keys, but higher security.

A microcontroller according to embodiments includes on-
chip key storage slots stored in a non-volatile memory,
wherein selecting which key is to be used is restricted to
software, wherein a predetermined key storage slot stores a
Key Encrypt Key (KEK), and a register flag is provided for
determining whether the predetermined key storage slot
stores a key for encrypting/decrypting data or the KEK for
encrypting/decrypting a key.

Embodiments provide a configuration bit to select between
Data Encryption/Decryption and Key Encryption/Decryption
modes. In some embodiments, this bit may have the same
security permissions as the keys themselves. Embodiments
may further provide a scheme where encrypt/decrypt opera-
tions are done by specifying which key is to be used, rather
than the key itself. Some embodiments further provide a
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logical division of data (results) registers (called TEXT reg-
isters) and key register(s) (called KEY register), which data
storage having software Read/Write functionality and key
storage either completely inaccessible to software or having
only software Write functionality. Embodiments may provide
ahardware mechanism to select the source of akey for all data
encrypt/decrypt operations between the non-volatile key stor-
age and the volatile KEY register based on software selection
of the type of operation being performed, and a hardware
mechanism to select the destination for the result of all
decrypt operations to either the data storage (TEXT) or to the
key storage (KEY), based on the value configuration bit and
the software selected key source.

A system according to various embodiments dedicates at
least one on-chip key storage slots for Key Encrypt Key
storage, and only allows software to select which key is to be
used, rather than the key itself. Various embodiments may
also apply to storage of large key sets in flash (versus trans-
mission of keys over a communications channel). In some
embodiments, users can select the functionality of the KEK
slot(s) between “normal” (encrypt/decrypt data) and “KEK”
(encrypt/decrypt key) using one or more bits that are tied to
the KEK slot(s) itself.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention may be better understood, and its
numerous objects, features, and advantages made apparent to
those skilled in the art by referencing the accompanying
drawings. The use of the same reference symbols in different
drawings indicates similar or identical items.

FIG. 1 is a block diagram of an exemplary processor.

FIG. 2A and FIG. 2B are a block diagrams schematically
illustrating operation of embodiments.

FIG. 3 is a flowchart illustrating operation of embodiments.

FIG. 4 is a diagram illustrating a network configuration for
operation of embodiments.

DETAILED DESCRIPTION

The disclosure and various features and advantageous
details thereof are explained more fully with reference to the
exemplary, and therefore non-limiting, embodiments illus-
trated in the accompanying drawings and detailed in the fol-
lowing description. Descriptions of known programming
techniques, computer software, hardware, operating plat-
forms and protocols may be omitted so as not to unnecessarily
obscure the disclosure in detail. It should be understood,
however, that the detailed description and the specific
examples, while indicating the preferred embodiments, are
given by way of illustration only and not by way of limitation.
Various substitutions, modifications, additions and/or rear-
rangements within the spirit and/or scope of the underlying
inventive concept will become apparent to those skilled in the
art from this disclosure.

As used herein, the terms “comprises,” “comprising,”
“includes,” “including,” “has,” “having,” or any other varia-
tion thereof, are intended to cover a non-exclusive inclusion.
For example, a process, product, article, or apparatus that
comprises a list of elements is not necessarily limited only
those elements but may include other elements not expressly
listed or inherent to such process, process, article, or appara-
tus. Further, unless expressly stated to the contrary, “or”
refers to an inclusive or and not to an exclusive or. For
example, a condition A or B is satisfied by any one of the
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following: A is true (or present) and B is false (or not present),
A is false (or not present) and B is true (or present), and both
A and B are true (or present).

Additionally, any examples or illustrations given herein are
not to be regarded in any way as restrictions on, limits to, or
express definitions of, any term or terms with which they are
utilized. Instead these examples or illustrations are to be
regarded as being described with respect to one particular
embodiment and as illustrative only. Those of ordinary skill in
the art will appreciate that any term or terms with which these
examples or illustrations are utilized encompass other
embodiments as well as implementations and adaptations
thereof which may or may not be given therewith or else-
where in the specification and all such embodiments are
intended to be included within the scope of that term or terms.
Language designating such non-limiting examples and illus-
trations includes, but is not limited to: “for example,” “for
instance,” “e.g.,” “in one embodiment,” and the like.

As will be described in greater detail below, a microcon-
troller implementing an encryption/decryption scheme
according to embodiments may comprise on-chip key storage
slots stored in a non-volatile memory, wherein only software
can select which key is to be used. A predetermined key
storage slot stores a Key Encrypt Key, and a register flag is
used for determining whether the predetermined key storage
slot stores a key for encrypting/decrypting data or the KEK
for encrypting/decrypting a key. Further, according to some
embodiments, encrypt/decrypt operations are done by speci-
fying which key is to be used, rather than the key itself.

In some embodiments, a logical division of data (results)
registers (called TEXT registers) and key registers (called
KEY register) is maintained, in which data storage has soft-
ware Read/Write functionality and key storage is either com-
pletely inaccessible to software or having only software Write
functionality.

In some embodiments, a hardware mechanism is used to
select the source of a key for all data encrypt/decrypt opera-
tions between the non-volatile key storage and the volatile
KEY register based on software selection of the type of opera-
tion being performed. In addition, a hardware mechanism
may be employed to select the destination for the result of all
decrypt operations to either the data storage (TEXT) or to the
key storage (KEY), based on the value of the configuration bit
and the software selected key source.

In some embodiments, one or more of the on-chip key
storage slots are dedicated as Key Encrypt Key slots, and
software is only allowed to select which key is to be used,
rather than the key itself. Thus, according to some embodi-
ments, software pre-programs keys in (or done at) the factory.

It is noted that the principles according to various embodi-
ments apply to both transmitted Session Keys and to storage
oflarge encrypted key sets in Flash. Thus, some embodiments
may apply to storage of large key sets in flash (versus trans-
mission ofkeys over a communications channel). In this case
the keys are stored in Flash in an encrypted format, and the
KEK is used to decrypt the key when it is to be used.

Insome embodiments, users may select the functionality of
the KEK slot between “normal” (encrypt/decrypt data) and
“KEK” (encrypt/decrypt key) using a bit that is tied to the
KEK slot itself (i.e., if the key storage is not one-time pro-
grammable (OTP), then erasing the KEK slot will erase the
selection bit, and vice-versa). In some embodiments, such a
bit is set at the factory. Similarly, if the key storage were
implemented in non-volatile memory (NVM), then the bit
would need to be implemented in NVM sharing the same
read/write/erase permissions scheme as the key storage.
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It is further noted that, while described in the context of a
single KEK in a single storage slot and a single bit tied to the
storage slot, in principle, more than one KEK and more than
one KEK slot and corresponding bit(s) may be utilized.

Turning now to FIG. 4, a diagram illustrating an exemplary
network configuration of an encryption/decryption system is
shown. The system 400 includes a transmitting node 420 and
a receiving node 422. The transmitting node 420 includes an
encrypter 402 configured to receive plaintext 406 (i.e., data to
be encrypted), and an encryption key 408. The encrypter 402
uses the encryption key 408 to encrypt the plaintext data 406.
The resulting output is ciphertext 410.

The ciphertext 410 is transmitted via a network 411 to
receiving node 422. The network 411 may be any of a variety
of network types including, for example, the Internet or a
local area network (LAN). The network may likewise employ
wired or wireless transmission media. The encrypted data is
received at the node 422 as ciphertext 412. The node 422
includes a decrypter 404 that receives a decryption key 414
corresponding to the encryption key 408. The decrypter 404
decrypts the ciphertext 412 using the key 414. The decrypted
data is then stored as plaintext 416. As will be explained in
greater detail below, embodiments are provided for managing
the keys.

In typical implementations, a KEK key may be pre-shared
between transmitting 420 and receiving nodes 422. A Session
Key may be generated and encrypted using the KEK on a
predetermined periodic or random basis and sent to the vari-
ous nodes. Systems according to embodiments choose
whether the received cipher text is data or a Session Key and
specify which key is to be used for deciphering the data or
Session Key, as will be explained in greater detail below.

Turning now FIG. 1, a block diagram schematically illus-
trating an exemplary processor or microcontroller configura-
tion for implementing an encryption/decryption system,
including the encrypter 402 and decrypter 404, is shown and
generally identified by the reference numeral 100. It is noted
that other configurations ofa processor or microcontroller are
possible. Thus, the figure is exemplary only.

In the example illustrated, microcontroller 100 includes a
central processing unit (CPU) core 102. The CPU core 102
may communicate, e.g., via a bus, with one or more control/
status registers and program memory (not shown). In some
embodiments, the CPU core 102 communicates with storage
110. The storage 110 may store data to be decrypted as well as
data that has been decrypted and data that is to be encrypted
(i.e., cipher text and plaintext).

Insome embodiments, a firewall 10 separates the CPU core
102 from the hardware encryption/decryption engine 103 and
key storage 118. The key storage 118 is programmatically
secure, i.e., cannot be accessed (read or written to) by the
CPU core 102; it may be accessible only by the hardware
engine 103. In some embodiments, the key storage 118 may
store up to seven (7) DES (Data encryption standard) or four
(4) AES (advanced encryption standard) keys.

The key storage 118 may be implemented in any suitable
manner. Suitable forms of key storage include, for example,
one-time programmable memory, nonvolatile memory, and
battery backed static random access memory (SRAM).

Operation of embodiments is shown schematically in FIG.
2A and FIG. 2B.

In particular, FIG. 2A schematically illustrates use of Key
#1 (the “KEK slot”) for data decrypting. On either side of
firewall 10 is a hardware engine side 21 and a CPU side 23.
Items on the hardware engine side 21 are accessible only by
the encrypt/decrypt hardware engine 103, whereas the CPU
102 can read and write everything on the CPU side 21.
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In particular, shown behind firewall 10 are programmati-
cally secure key storage 118, a current key register 104,
decryption module 103, and registers 250, 252. In some
embodiments, register 250 is a key configuration register and
register 252 is an encryption status register. In some embodi-
ments, at least one slot of the programmatically secure key
storage 118 is designated for either data encryption/decryp-
tion or for use as a KEK key(s) for session key encryption/
decryption.

On the other side of the firewall 10 are key select register
201 and portions of data memory 110 assigned for storing
cipher text 202 or clear text 204. Cipher text 202 stores text
that is to be decrypted, while clear text 204 stores text that has
been decrypted.

When a data encryption/decryption operation is to be
implemented, akey is selected using software as shown at 201
(The key itself is not stored at register 201, only instructions
telling the HW engine to use the key in the slot designated). To
be able to select the KEK key for data decryption, in certain
embodiments, one or more configuration bits, for example, in
the key configure register 250 may have been (or must have
been) suitably set by hardware. In the example illustrated,
they setto “0.” A status bit in the encryption status register 252
may be likewise then set to the appropriate corresponding
status.

When a data decryption operation has been selected, the
corresponding key is loaded into current key register 104. The
current key (in this instance, Key #1, or the KEK key) is
accessed by the decryption module 103. The decryption mod-
ule 103 reads data from the cipher text storage 202, decrypts
the text using the current key from the current key register
104, and writes the decrypted text back to the clear text
storage 204. It is noted that, in some embodiments, the stor-
age location for decrypted data may be different depending on
which key has been used to decrypt the data.

FIG. 2B illustrates use of the KEK key to decrypt a session
key. More particularly, encrypted text is received and stored
in the cipher text storage 202. Instructions accompanying the
encrypted text select which key is to be used and set the key
select register 201. Thus, in the embodiment illustrated, to
decipher the session key, the key in the KEK slot is selected,
using appropriate instructions from register 201. In this case,
the session key operation is allowed because one or more
configuration bits, for example, of the key configuration reg-
ister 250 is (or has been) set by hardware to allow use of the
KEK key for session key decrypting. Similarly, the status bit
of the status register 252 may be correspondingly set. It is
noted that in some embodiments, a particular key slot may be
exclusively designated for use as a KEKE key. In either case,
in operation, the KEK key is loaded into the current key
register 104. The decryption module 206 uses the key from
the current key register and accesses the encrypted data from
the cipher text store 202. Because the KEK key functionality
has been selected, the decrypted text (i.e., the session key)
from the cipher text store 202 is returned not to the clear text
store 204, but to the current key register 104.

Thus, in addition to selecting or permitting use of the
designated key as a KEK key, setting of the key configuration
register 250 may select where the decrypted data is to be sent:
either to the current key register (for session key decrypting)
or to the clear text store 204 (in the case of data decrypting).
In other embodiments, other configuration registers or hard-
ware mechanisms may be used to specity whether decrypted
data gets stored in the current key register or the clear text
store. Still other embodiments may specity where in clear text
store 204 data is to be stored, depending on which key has
been selected.
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Advantageously, the decrypted session key is always
stored behind the firewall 203 and cannot be accessed by
software. The decrypted session key is then used to decrypt
cipher text, as desired, in a manner generally similar to that
described with regard to FIG. 2A.

As noted above, according to embodiments, when the key
configuration bit in the key configuration register 250 is set,
the KEK key (e.g., the key in slot #1) cannot be used to
decipher “regular” data. If the KEK key is requested for use in
a text decryption (or encryption) operation, then a decryption
error bit may be set in a decryption error register 254. In this
case, no encrypt or decrypt operations may be allowed until
the key select register 201 has an appropriate value.

Turning now to FIG. 3, a flowchart illustrating operation of
embodiments is shown. In particular, the flowchart 300 of
FIG. 3 illustrates decryption of data using a session key in
accordance with embodiments.

Initially, software may specify that a decryption operation
is to be performed. For example, data may be received from
another node and stored in a portion of the ciphertext store
202, in a process step 302. A key may be identified, in a
process step 304. For example, according to embodiments,
software instructions may set the key select register 201 to
select a key slot corresponding to a key that is to be used. In
addition, a specification may be made if the text corresponds
to data or to a session key, in a process step 306. A variety of
methods are known for making such a specification, such as
one or more instructions or commands accompanying the
data transmission.

In a process step 308, if the cipher text is data, the micro-
controller may determine if a key in a KEK slot had been
selected. Ifthe selected slot does not correspond to a KEK key
slot, then if the cipher text is a session key (step 310), then an
error may be generated (step 312), such as by setting one or
more bits in a decryption error register. If the cipher text is
data, then the data will be decrypted (step 318) and stored as
clear text in a clear text store accessible by software (step
320).

Ifin step 308, the KEK key slot had been selected, and if the
received cipher text was data, then it is determined if the key
in the KEK slot is allowed to be used to decipher data (step
314). For example, one or more configuration bits, such as a
KEK encryption bit or bits in a register such as the encryption
status register 252, may be checked. Ifthe KEK slotkey is not
allowed to be used for deciphering data, then an error may be
signaled (step 316), such as by setting one or more error bits
in a decryption error register 254. In such embodiments, the
decryption module of the CPU core may not perform any
decryptions or encryptions until a valid key is specified in the
key select register 201.

If the KEK slot key is allowed to be used for deciphering
data, then the cipher text will be decrypted (step 318) and
stored in the clear text storage accessible to software (step
320).

If in step 306, the cipher text is determined to be a session
key, then in a step 321, it is determined if a key in a KEK slot
has been selected Step 321). If not, then an error may be
generated (step 323). If a key in a KEK slot is selected, then
in a step 322, it is determined if the key in the KEK slot is
allowed to be used for deciphering a session key. For
example, one or more bits in a configuration or status register
may be checked. If the key in the KEK slot is not allowed to
be used for deciphering text, then an error may be indicated,
such as by setting one or more bits in an error register (step
324).

If the key in the KEK slot is allowed to be used for deci-
phering a session key, then the cipher text will be decrypted
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(step 326). Rather than being stored as clear text in a clear text
storage 204 accessible to software, however, the session key
is stored behind the firewall 10. For example, the session key
may be loaded into a current key register (step 328) and/or
stored in key storage 118. The decrypted session key may
then be used to decrypt data, as discussed above.

Although the foregoing specification describes specific
embodiments, numerous changes in the details of the embodi-
ments disclosed herein and additional embodiments will be
apparent to, and may be made by, persons of ordinary skill in
the art having reference to this description. In this context, the
specification and figures are to be regarded in an illustrative
rather than a restrictive sense, and all such modifications are
intended to be included within the scope of this disclosure.
Accordingly, the scope of the present disclosure should be
determined by the following claims and their legal equiva-
lents.

What is claimed is:

1. A microcontroller comprising:

a central processing unit,

aplurality of secure on-chip key storage slots arranged in a

non-volatile memory for storing keys, wherein the
secure on-chip key storage slots are each configured to
store either a Key Encryption Key (KEK) or a key for
encrypting/decrypting data and a hardware encryption/
decryption engine coupled with the non-volatile
memory for storing keys and being configured to have
access to a selected key, wherein the secure on-chip key
storage slots can only be accessed by the hardware
encryption/decryption engine and cannot be accessed by
the CPU thereby forming a firewall between non-vola-
tile memory coupled with the encryption/decryption
engine which are inside the firewall and the CPU which
is outside the firewall, and

a select register coupled with the CPU and configured to

select one of the on-chip key storage slots through said
firewall wherein a content of the selected on-chip key
storage slot is transferred to a key register and accessible
to the hardware encryption/decryption engine through
the key register, wherein a predetermined key storage
slot is configured to store a Key Encryption Key (KEK),
and a configuration register coupled with the hardware
encryption/decryption engine comprises a register flag
for determining whether a selected key storage slot
stores a key for encrypting/decrypting data or the KEK
for encrypting/decrypting a key.

2. The microcontroller according to claim 1, wherein the
non-volatile memory is a one-time programmable memory.

3. The microcontroller according to claim 1, wherein the
non-volatile memory is a flash memory, wherein the keys are
stored in an encrypted format and wherein the KEK can be
used to decrypt the keys.

4. The microcontroller according to claim 1, wherein if said
register flag is set and the predetermined key slot is used for an
encryption or decryption operation, a key configuration error
is generated.

5. The microcontroller according to claim 1, wherein the
register flag is not accessible by the CPU.

6. The microcontroller according to claim 1, wherein the
hardware encryption/decryption engine is configured to
select a destination for encrypted data based on whether the
register flag for the KEK selection is set and which key of a
plurality of keys has been selected.

7. The microcontroller according to claim 1, further com-
prising a current key register coupled with the hardware
encryption/decryption engine, wherein the current key regis-
ter stores a selected key or a decrypted key.
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8. The microcontroller according to claim 1, further com-
prising an error status register, wherein an error stored in the
error status register prevents said hardware encryption/de-
cryption engine to perform any encryption or decryption
operations.

9. A method for handling encryption keys in processor
microcontroller, comprising:

selecting a key encryption key (KEK) from a predeter-

mined one of a plurality of key storage slots arranged in
non-volatile memory through a select register coupled
with a CPU of'the microcontroller, wherein the plurality
of key storage slots are each configured to store either a
Key Encryption Key (KEK) or a key for encrypting/
decrypting data and wherein the on-chip key storage
slots can only be accessed by a hardware encryption/
decryption engine and cannot be accessed by the CPU of
the microcontroller thereby forming a firewall between
non-volatile memory coupled with the hardware encryp-
tion/decryption engine which are inside the firewall and
the CPU which is outside the firewall;

transferring a content of the selected on-chip key storage

slot to a key register which is accessible to the hardware
encryption/decryption engine;

checking a register flag in a configuration register coupled

with the hardware encryption/decryption engine to
determine if the key encryption key is to be used for
encrypting/decrypting data or encrypting/decrypting a
session key; and

if the key encryption key is to be used for encrypting/

decrypting a session key, preventing the key encrypt key
from encrypting/decrypting data.

10. The method according to claim 9, wherein the non-
volatile memory is a one-time programmable memory.

11. The method according to claim 9, wherein the non-
volatile memory is a flash memory, wherein the keys are
stored in an encrypted format and wherein the KEK can be
used to decrypt the keys.

12. The method according to claim 9, wherein if said reg-
ister flag is set and the predetermined key slot is used for an
encryption or decryption operation, a key configuration error
is generated.

13. The method according to claim 9, wherein the register
flag and the keys share a level of security permission.

14. The method according to claim 9, further including
selecting a destination for encrypted data based on whether
the register flag for the KEK selection is set and which key of
a plurality of keys has been selected for encrypting/decrypt-
ing data.

15. The method according to claim 9, wherein the non-
volatile memory is a one-time programmable memory.

16. The method according to claim 9, wherein the non-
volatile memory is a flash memory, wherein a plurality of
keys are stored in an encrypted format and wherein the KEK
or dual mode encryption key is used to decrypt the keys.

17. The method according to claim 9, wherein if said status
bit is set and the encryption key slot is used for an encryption
or decryption operation, a key configuration error is gener-
ated.

18. The method according to claim 9, wherein the status bit
is not accessible by the CPU.

19. The method according to claim 9, further including
selecting a destination for decrypted data based on whether
the status bit for the dual mode encryption key selection is set
and which key of a plurality of keys has been selected for
encrypting/decrypting data.
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20. A method for handling encryption keys in processor

microcontroller comprising, a CPU, a hardware encryp-
tion/decryption engine, and a non-volatile memory with
a plurality of key storage slots for storing keys, wherein
each key storage slot is configured to store either a Key 5
Encryption Key (KEK) or a key for encrypting/decrypt-
ing data, wherein the on-chip key storage slots can only
be accessed by the hardware encryption/decryption
engine and cannot be accessed by the CPU thereby
forming a firewall between non-volatile memory 10
coupled with the hardware encryption/decryption
engine which are inside the firewall and the CPU which
is outside the firewall, the method comprising:

providing a dual mode encryption key among the plurality
of keys in the plurality of key storage slots in the non- 15
volatile memory; and

defining whether the dual mode encryption key is to be
used to encrypt/decrypt data or encrypt/decrypt a ses-
sion key by a register flag in a configuration register
coupled with the hardware encryption/decryption 20
engine;

selecting one of the key storage slots through a select
register coupled with the CPU thereby transferring a
content of the selected key storage slot to a key register
which is accessible to the hardware encryption/decryp- 25
tion engine;

wherein if the dual mode encryption key is selected to be
used to encrypt/decrypt a session key, the dual mode
encryption key cannot be used to encrypt or decrypt
data. 30



